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CLAIMS 

What is claimed is: 

1 . A method, comprising: 

maintaining a set of communication control blocks (CCBs), some of the set of 
CCBs being maintained in a static random access memory (SRAM), others of the set of 
CCBs being maintained in a dynamic random access memory (DRAM), wherein a first 
plurality of the set of CCBs is under control of a network interface device, and wherein a 
second plurality of the set of CCBs is under control of a processing device, the processing 
device being coupled to the network interface device, the processing device executing a 
network protocol stack; 

receiving a TCP/IP packet onto the network interface device from a network, the 
TCP/IP packet including a data portion and a header portion; 

using a content addressable memory (CAM) on the network interface device to 
determine that the TCP/IP packet is associated with one of the first plurality of CCBs; 

determining on the network interface device that said one CCB is stored in the 
DRAM and transferring said one CCB into the SRAM; and 

transferring the data portion of the TCP/IP packet from the network interface 
device and into a destination without transferring the header portion of the TCP/IP packet 
into the destination, the destination having been determined by the processing device, 
wherein the network protocol stack executing on the processing device performs 
substantially no TCP protocol processing on the TCP/IP packet. 

2. The method of Claim 1, further comprising: 

receiving a second TCP/IP packet onto the network interface device from the 
network; 

determining that the second TCP/IP packet is not associated with any one of the 
first plurality of CCBs; and 

transferring the second TCP/IP packet from the network interface device and to 
the processing device, the processing device thereafter performing TCP protocol 
processing on the second TCP/IP packet. 
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3. The method of Claim 1, wherein the TCP/IP packet has a TCP destination port, a TCP 
source port, an IP destination address, and an LP source address, the method further 
comprising: 

generating a context hash from the TCP source and destination ports and from the 
IP source and destination addresses, the network interface device using the context hash 
to identify said one CCB associated with the TCP/IP packet. 

4. The method of Claim 1, wherein control of a CCB can be passed from the network 
interface device to the processing device. 

5. The method of Claim 1, wherein control of a CCB can be passed from the processing 
device to the network interface device. 

6. The method of Claim 1, wherein the network interface device comprises specialized 
hardware for generating a hash from the header portion of the TCP/IP packet, and 
wherein the network interface device further comprises a processor, the processor 
accessing the hash and using the hash to determine that the TCP/IP packet is associated 
with said one of the first plurality of CCBs. 

7. The method of Claim 6, wherein the specialized hardware comprises a sequencer. 

8. The method of Claim 1, wherein the network interface device comprises specialized 
hardware for generating a summary, and wherein the network interface device further 
comprises a processor, the processor accessing the summary and using the summary to 
determine that the TCP/IP packet is associated with said one of the first plurality of 
CCBs. 

9. The method of Claim 8, wherein the summary includes a hash. 



134 



;1 0 O <3 S i& «3 . O 3 :i. H Oi a 

This correspondence is being deposited with the United States Postal Service as Express Mail 
addressed to: Box Patent Application, Assistant Commissioner for Patents; Washington, D. C. 
2023 1, on March 12, 2002 , as Express Mail Receipt No. EL928548975US . 

10. The method of Claim 8, wherein the summary includes information indicative of 
whether the TCP/IP packet employs both the TCP protocol and the IP protocol. 

11. The method of Claim 1, wherein the processing device is a central processing unit 
(CPU), and wherein the network interface device is integrated with the CPU. 

1 2. The method of Claim 1, wherein the processing device is a host, and wherein the 
network interface device is integrated into the host. 

13. The method of Claim 1, wherein the processing device is a central processing unit 
(CPU), the network interface device being integrated with the CPU, and wherein the 
network interface device comprises a plurality of processors, the plurality of processors 
sharing the first plurality of CCBs. 

14. A network interface device that is coupled to a processing device, the processing 
device executing a protocol stack, the network interface device comprising: 

an amount of SRAM, the SRAM storing a first plurality of communication 
control blocks (CCBs) that are under control of the network interface device; 

an amount of DRAM, the DRAM storing a second plurality of CCBs that are 
under control of the network interface device; 

specialized hardware that analyzes a TCP/IP packet received onto the network 
interface device from a network, the TCP/IP packet comprising a data portion and a 
header portion, the specialized hardware generating a summary from the TCP/IP packet; 

a processor that uses the summary and a content addressable memory to 
determine whether the TCP/IP packet can be processed via a fast-path by the network 
interface device as opposed to being processed via a slow-path using the protocol stack, 
wherein the processor determines that the TCP/IP packet can be processed via the fast- 
path, the TCP/IP packet being associated with one of the second plurality of CCBs, the 
processor causing said one of the second plurality of CCBs to be moved from the DRAM 
into the SRAM; and 
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a mechanism that moves the data portion of the TCP/IP packet from the network 
interface device and into a destination identified by the processing device, the data 
portion of the TCP/IP packet being written into the destination without the header portion 
of the TCP/IP packet being written into the destination and without the protocol stack 
doing substantial TCP protocol processing on the TCP/IP packet. 

15. The network interface device of Claim 14, wherein the specialized hardware 
generates from the TCP/IP packet a hash, the hash being a part of the summary, the 
summary being used by the processor to make the determination that the packet can be 
processed via the fast-path. 

16. The network interface device of Claim 14, wherein the summary includes 
information indicative of whether the TCP/IP packet conforms to both the TCP protocol 
and the IP protocol. 

17. A network interface device that is integrated with a processing device, the processing 
device executing a protocol stack, the network interface device comprising: 

an amount of SRAM, the SRAM storing a first plurality of communication 
control blocks (CCBs) that are under control of the network interface device; 

an amount of DRAM, the DRAM storing a second plurality of CCBs that are 
under control of the network interface device; 

means for analyzing a packet received onto the network interface device from a 
network and for generating from the packet a summary, the packet comprising a data 
portion and a header portion, the header portion including a TCP destination port value 
and a TCP source port value; 

a processor that uses the summary and a content addressable memory to 
determine whether the packet can be processed via a fast-path by the network interface 
device as opposed to being processed via a slow-path using the protocol stack, wherein 
the packet is associated with one of the second plurality of CCBs, the processor causing 
said one of the second plurality of CCBs to be moved from the DRAM into the SRAM; 
and 
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a mechanism that moves the data portion of the packet from the network interface 
device and into a destination accessible by the processing device, the data portion of the 
packet being written into the destination without the header portion of the packet being 
written into the destination and without the protocol stack doing substantial TCP protocol 
processing on the packet. 

18. The network interface device of Claim 17, further comprising a second processor, 
wherein the processor and the second processor share use of the first plurality of CCBs. 

19. The network interface device of Claim 17, wherein there is a third plurality of CCBs 
that are under control of the processing device, wherein control of a CCB can be passed 
from the processing device to the network interface device. 

20. The network interface device of Claim 17, wherein the means is also for performing 
header checksum validation on the packet. 
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